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The Officer-in-charge

Cyber Crimes Division

Siliguri Metropolitan Police

Siliguri. Date 30" Dec "21.

Dear Sir,

FIRST INFORMAT!ON REPORT

Myself Avijit Sarkar, 5/o Late Tarani Kumar Sarkar, 27 Nivedita Road, Pradhan Nagar, Siliguri.
On the 27"" December’21, my phone was hacked and money withdrawn from my Axis Bank
account,

Details:

My Account No. 913010057254043 of Axis Bank, Hill Cart Road Branch, Siliguri.

Amount withdrawn: Rs. 49,260

This amount was withdrawn by Manish Kumar in Canara Bank

Account No.110049223531 IFSC Code: CNRV0018067

| was being delivered a package through Delhivery courier and the delivery was delayed. 5o, |
searched Google and | got the number that showed it as Courier Support number. So, | dialled
the number 8101584465, which showed the name Shivam Kumar in Truecaller. He asked me
to deposit Rs.3 to a phone number in Google Pay. Later, he said that the amount was not
being transferred so | should pay into an account number of Manish Kumar to a Canara bank
sccount no. 110048223531 IFSC Code: CNRV0018067. He then asked me to put a preme code
in the place of the amount as 49,900. When | told him that the number was showing in
Rupees, he asked me to enter a false authorization code which | did because | knew that
entering the false code a transaction can never take place. He then asked me to put in 49260
as a second promo code and again enter a false transaction pass code. | did that and the
amount of Rs49,260 got debited from my account, which | saw a little later. The incident did
not involve downloading any app whatsoever. The question is, how did the amount get
transferred with a wrong passcode in Google pay. It shows that the people involved had
hacked my phone to make the transaction. In the account statement it shows that Rs49,900
was debited and then credited. But Rs49,260 which was debited was not credited back.

| have already registered a complaint with Axis bank on the day of the crime and also blocked
my account on the same day. The support team has acknowledged my complaint.

This is for your information and action against the above.
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