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bo&. ; >Sl""Eyf
To,

The lnspector in Charge

cyber Crime office, Siligu ri

Sileuri -734001 (W.B)

Respected 5ir,

I hereby inform you that I was made a victim of a cybercrime on 14th June' 2023 via a fraud

advertisement on Facebool(.

On the 14th of J une, 2023 at around 8 PM, I was surfing Facebook' wherein an advertisement was

displayed which mentioned dry fruits at cheap prices'

on clicking the advertisement, I was routed to a Big Bazaar looking website ani t assumed this was

some flash sale by Big Bazaar and hence I entered my credit card details for completing the

tra nsac[ion.

No payment happened for the same as I dld not receive any OTP Assuming an issue with the

lnternet connection/Servers, I left the transaction and forgot about the same'

At around 10.00 PM lST, I received OTP's and for the below mentioned transactions' for whjch I did

not do anything, however I still received messages that the amount has'bben charged to my credit

Card.

Post receiving the messages intimating the transactions, I connected with the customer ca re of the

Bank, got mY card blocked (By 10.34 PM) and also raised dispute for the be.low mentioned

transactions on the bank website @7.37 AM on 15'h June, 2023 (within 10'Hours of the transaction

in Limation message).

I also raised the complaint with the telephon'c division of the Cyber unit and wa:s given an

acknowledgement No # 33206230007336 on the L5th ofJune' 2023

Subject:

/

"t/



Details of transactions are as below (Bank Statement attached for your reference)

Post this, the bank had provided a temporary credit in my card effective 14'hlune, 2023 (As shown in

in attached statement for Jun 2023),

The same has been reversed by the bank in this month.

Regards

N-1i{,*""--
"-#" 

S/o Cl^,a""r"", D*^.r Qs5o.r.,
Raj Kuma r Goyal

F1, Amrit Kunj Apartments,
Jyoti Nagar, By Lane to reliance Trends
Siliguri- 734001
Ph (M):973s052536
Ph (M):7908522069

S'.^.rra Gr^- ?Lg\u a!- lt:rr'4*'

9Ll Dtl'4

U 61tt-t G*;t fs (,$utto -4& W'
otlw 4 *t +tIt-d \L*G;'ors "

ry<, :[s ^ e{zt e1-<" cislu ol*441'

4wps'c ! e^"&r;,J 'b P0'B'e'^l-

14/06/2023 [UNPOSTED] Freecharge Payment Tec Mu INR

[75 105173166003467834656]
49,999.00 DR

74/06/2023 [UNPOSTED] Freecharge Payment Tec Mu INR

[751051731660034678399451

100,000.00 DR

t4/06/2023 [UNPOSTED] Freecharge PaymentTec IVlu INR

[75 10s 173 1 66003467 83692s1
29,999.00 DR

141a6/2023 [UNPOSTED] Freecharge PaymentTec Mu INR

[7s 10s 1731660034 67837931-]

29,999.00 DR

1-4106/2023 [UNPOSTED] Freecharge Payment Tec Mu INR

[7 5 105 173 16 6 00 3 4 67 840042]
19,999 00 DR

k" 
^b 

,.;ve4?i"f
0@)"



193,76234 193,76234

RAJ KUMAR GOYAL
C/O VISHAL ENTERPRISES
CHANDRA BHAWAN SARKAR PARA
BANKIM NGR,2ND IVILE.SEVOKE RI)
NR KUSUI!1 MOTOR TRAIN NG SCH
SLGUR

734041

226,750 259,733 11SEP 2023 2A AUG 2023 3.75 1
453,500

000 193,762 34

XXXX-XXXX.XXXX4247 RAJ KUI\,4AR GOYAL
PREVIOUS BALANCE

140623 REVERSAL OF TEI\,4PORARDIT
140823 REVERSAL OF TEMPORARDIT
140623 REVERSAL OF TEI\4PORARD|T
140623 REVERSAL OF IEN4PORARDIT
140623 REVERSAL OF TEI\,4PORARDIT

NEW BALANCE
[4INIMUM PAY[,4ENT DUE

PREFERRED BANKING CARD INR

36,233.66CR

19,999 00

29,999 00

29,999 00

49 999.00
100 000 00

193 762 34
193,762.34

END OF STATEMENT

{"--
,io1*

q r 6!.Ih. paymcntaL. by tou,s icicrlci 65 hnm.dlalt . ih. s,rtcm.rt \v. hny seck rsisLl:@ of @[oct€ns .SencEs

lhL.60nksEehofdfld(icllratolrpan.erc.rn.(outhoascdk)elecrE.y0synreotir.rnvo:.esn

& r.!!ritronssndfc.! e.haEcs Pre.{ vLsit ou w4bs 1c lritirlllv.ry.q,-a,ronrir/,oraterr lcms a mi.Jili..s

:ol,r rorynlr'.ward ou'1h.orp a Dn,d.r-!o tsd
r Ooods and S. ryices TEr iGST) qill be lcvlc! al $oappli@ble ralca in tor. s drr,i,xabrc supptos
t ih sdocudenlisnola t!x'iv.iessperthe GSlBgurarjois'
.lotl.enQihenyou.Aadhir",updsloyourdetarlsHllrUlOAl ly.orlaijhssrwDsOrontcu,norlf6aloyoaNaqo Fordir€ddlsis,pleasovrslh(psr/!rdsr-goym

ln -..::'.
CYbe i.

$iliguri

Reward Plus Programme
Openins Balalrce Earned Redeemed/Reve.sed

30,817 0 0 30,817

193,762.34193,762 34

2A AUG 2023

000 000



36,233 66CR

RAJ KUMAR GOYAL
C/O VISHAL ENTERPRISES
CHANDRA BHAWAN SARMR PARA
BANKII\4 NGR,2ND ]\4ILE,SEVOKE RD
NR KUSUI!41\,4oIoR TRAIN NG ScH

WB
t34001 36,233_66CR

T9 JUL 2023

000

10 AUG 2023

226,750 489 729453,500

36,233 66CR 000

3.75

000

1

36,233.66CR

INR

36,233 66CR

36,233.66CR
0.00

XXXX.XXXX.XXXX-4247 RAJ KUN/AR GOYAL
PREViOUS BALANCE

NEW BALANCE
I\,4IN I\,4UI\4 PAYI\4ENT DUE

PREFERRED BANKING CARD

END OF STATE]\IENT

I
or)"

.frD odons.!snc cs
.ce.rrhed!espeasecheortorrheaulnonviet,e.issu€!brltrebrnk,6manyma@nEcu.orouci

. 

",""01 
."r., ,o in" ,","i" or r|le sr.l€@nt ror ihB ,Fd5nc. @dr66ser pr@$, €d d€mbe u e6

!oir:1s a?e yr{red oi ycur @rl L o9(, to dnri.e Bankis >> 360 lte?. rds )> Amlnr summary k vnj{.

Reward Plus Programme
Opening Balance Earned Redeemed/Reversed

30 817 0 0 30,817

PREFERRED BANKING CARD
xxxx-xxxx-xxxx 4247 000

/



7/ PREFERRED BANKING CARD
xxxx,xxxx xxxx-4247 36,233 66CR

I

000

000

RAJ KUTiIAR GOYAL
C/O VISHAL ENTERPRISES
CHANDRA BHAWAN SARMR PARA
BANKiM NGR.2ND [.,llLE.SEVoKE RD
NR KUSU[,4 I\4OTOR TRA NING SCH
S LIGURI WB

734041 36,233.66CR

19 JUN 2023 11 JUL 2AZ3

453 500

81,614 15

226,750

81,61415

449,729

280,093 93

11 JVt 2023

243,860.27

19 JLJN 2023

000

1

36 233 66CR

INR

81,61415
470 82

1 164 67

968.00
314 01

a,a6a77
83 84CR
15 09CR

1,164.67

34071
2T9 00

81 6141sCR
282 8A

410 82

29,999 00

29,999.00
49,999.00

100,000.00
19,999.00CR
29,999 00CR

29,999 00CR
'19,999 00

49,999 00CR
100 000 00cR
49 999 00CR

36,233.66CR
000

000

xxxx-xxxx xxxx-4247 RAJ KUI!1AR GOYAL

PREVIOUS BALANCE

200523 PAYTI\,4 NOIDA IN

200s23 INDIAN OIL CORPoRATII\,]UNr]BA| lN

220523 Reliance Reta lLtd JALPAIGURI lN

230523 SAGAR SERVICE STATIOJALPA GURI IN

240523 SAGAR SERVICE STATIOJALPAIGURI IN

240523 Surcharge Reversal 1

26A523 73|GST @ 18 00%

310523 INDIAN OIL CORPORATLN4UI\,4BAI lN

050623 SAGAR SERV]CE STATIOJALPAIGURI IN

070623 Relance Retail Lld JALPAIGURI lN

080623 PAYI,IENT. THANK YOU

12A623 FIVE STAR SERVICE STSILIGURI IN

130623 PAYTN,I NOIDA lN

140623 Freecharge Paymenl TMUI\-4BAI lN

140623 Freecharge Payment TI\,'IUMBAI lN

140623 Freecharge Payment T[4UIV1BA! lN

14a623 Freecharse Payment TMUMBAI N

140623 TEI\4P REVSL . FREECHMYI,4ENT TEC
140623 TEN4P REVSL . FREECHMYMENT TEC

140623 TELIP REVSL - FREECHAAYI\,1ENT TEC

140623 Freecharge Payment Tl\4Ul\4BAl lN

140623 TEMP REVSL, FREECHAAYMENT TEC

140623 TEI\4P REVSL . FREECHAAYMENT TEC

150623 Freecharge Payment T[,4UMBA| lN

NEW BALANCE
MINIIVUII PAYI\,4ENT DUE

PREiERRED BANKING CARD

75105173141003365636906

7 55A37 231 41 023401 942286

054508031 43045530098296

7 5 5037 23 I 4 4An 41 s 5 1 0 483

7 55A37 23 1 4 5 023 49 527 631 2

7 5 50 37 23 1 52A236 1 4 507 1 26

7 5 5037 23 1 57 0237 1 5569 B 4 I
054508031590457932011 17

75503723164023836160908
75105173165003462783305

751051 73166003467E36925

751051 731 6€003467837931
751 051 731 66003467834656
75105173166003467839945

75105173166003467840042

7 51A51 7 31 61 00347 07 201 A7

END OF STATEI/]ENT

& rq!Lrlion! and lm5 & cha Es PlDasc !isil o!rwcbsilo trttDt/lgYtlt s'lg$tfi{ rc.lolcsl lorms & endilicns

4lailsof vourewaro poirlsoxp ryonyolr<.ed ted
. G Dods and 5sNi6s Tav :6Sn wl( bo lEviod ai lhe nFp bin h rat65 n ,irc6 N rlllanbl6 sulnlidr
. 'I h,5 do.urnont ic ncr , xu nvoL€ Bs Der th. Osi;ourrr oa\ '

Reward P us Programme
Opening Balance Earned Redeemed/Revelsed

26,942 4 875 1 000 '30,817

/ o.ta
S.



Your recent communication with us (KMM4374533SV2B302l_OKM)

Standard Chartered Bank Customer Care <Cuslomer.Care@sc.com>
To: GOYAL031 0@gmail.com

Ref : 08 / 23 / 021 67 0 / Sp / CRD

Dear Mr Goyal,

Thls is with reference to your e-mail dated 05 August 2023, addressed to customer care Team, regarding your credit

we undersland that vou wish to rPDort ldispute regarding the amount of rNR 19999.00 and rNR 29999.00 andINR 29999 00 and tNiR asggs oo and INR rooooo.o6 to*u''.i. Hal..'inircnnnoe pAvMENT TEC on r4 June 2023.

In this regard, your card number ending wilh 4247 has been blocked in our records with effect from 14 June2023.

As you ha isputed the transaction, we suggest you to fire a legar comprarnt as per the raw of the randagainst th erchant and request you to revert to us wrth the Flicopy, fo,- us to pG"iJ iriin.r. 
- - "

You can also man your account eas'ry-wherever you, a re..Req uest for cheque book, change prN, brock and repracecard and do much re, all within minutes usrng oui self_help option by clicking the link

https://www.sc.com/inlbank-with-us/online-banking/help and_services/

Please feel free to write back to us for any further support. We will be happy to u"r,.t yor. l

Sat, Aug 12, 2023 at 17.33

We assure you of our best service at all trmes.

Yours sincerely,

On behalf of Standard Chartered Bank

Gowtham S
Off.cer-cusroner ca

Please do.not disclose your d (OTP) to anyone. standard C red Bank will never call or sendSMS/emails asking for such n btp withoui ,equest, please ui" tt 
" 

Uun[ i.r"oiut"fyLogin to Online Banking thro

YoucanwritelousatslandardchafteredBank,CustomerCareun,lg,Rajajl Salai,Chennai 600001 orreachourPhone Banking executives at https://www.sc.comZinZways-io,Oanf< nperson_phone.html

For more delails on our iompraint management poricy and Banking ombudsman Scheme, 2006, prease vrsit to



Your Disputed Transaction<C33230g 
1 0307544>

;:: 8fri3lTiltrjion@sc com,

File No: i/RESp,/08,/ 2OZ3/15606

Dear Sir/Madam,

Thank you for banking with Standard Chartered Bank
This is in reference to your below merntioned Djsputed Transaction on your card no 5589XXXXX XXX4247 wilh us.

We wish to
transaction

Please note
statement.

ln case you would ltke to contact us, please visit
Yours sjncerely,

Standard Chartered Bank

This rs a computer generated letter and requires no signature

i.iTl5::* ll::^l intended recipient. prease

ros"tt 
"r- 

'1":? 

tllllo details of standardwrrn Jrandar ed Bank,s pflvacy policy via

; i', :T Jrt J::L:ffi ,i"'l,l'j:f I :l ::'isation we observe rhat thernvieworthesameilG,#i#::::,"#:'fi:#:J"Tfl::Ji,T;:: dispured transaction is a secured
that we have reversed the earlter credit afforded to yout account. This debit will refled in your next

Fri, Aug 'l't,2023 
at i3:05

Transactlon Date
Merchant Name

Freecharge payment Tec
MUI\4BAI IN



File No: t/RESp/08/ 2OZ3/15604

0ear Sir/Madam,

Thank you for banking with Standard Chartered Bank.
This is in reference to your below meIntioned Disputed Transaction on your card no 5589XXXXXXXX4247 with us

\'/e wish to advise you hat basis orrr ,"r-.-., ,^..^-_-ll--udflsacflon. In viewof th 
"u." ,n" .i"ul,ll^,,].Ta1 

investigation we observe that theTransaction tnvieworth ;;;;ffi#,;;T1?::l::i:li:,fi:#:Jj;fl:""JiiJJ:: dispured rransacrion is a securdd

3J:,XTJ?," 
rhar we have reversed rhe earrier credit arforded to ,";r. ;";; ,r. debn wrll reflect rn your next

ln case you would like to contact us, please visit

Yours sincerely,

Standard Chartered Bank

This is a computer generated letter and tequires no signature

be Privileca.l r{ ',^, ^-
i"n to r"rJ.",'^ l'.'^ll -"1 rntended recjpient, please

,"s",h",;;;,ll""Id:? j;tlf;JBflli,g;;.

Your Disputed Transaction<C 33230810307542>

Fri, Aug 1 t, 2023 at i 3:Os

Transaction Date Amount

2qq oo

Metchant Name
'14-Jun-23



Your Disputed Transaction<C3323081 0307546>

<ecomm.communication@sc.com>
To: GOYAL03l 0@gmajl,com

File No: l/ R ES P/ 0 8/ 2023 / 1 5601

Dear Sir/Madam,

Thank you for banking with Standard Chartered Bank.

This is in reference to your below menlioned Drsputed Transaction on your card no 5589XXXXXXXX4247 with t]s.

Transaction Date Amount Merchant Name

14-Jrn-23 100000 Freecharge Paymenl Tec
MUIV]BAI IN

We wish to advrse you that basis our inlernai investigation we observe thal the disputed transaction is a secured
transaclion ln view of the same the disputed transactton is the onus of the customer.

Please note that we have reversed the earlier credit afforded to your account This debit will reflect in your next
statement

ln case you would like to contact us, please visit

Yours sincerely,

Standard Chartered Bank

This is a computer generated leter and requires no signature.

This email and any attachments are confidential and may also be privileged. lf you ar t the intended recipient, please
delete all coptes and notify the sender immediately. You may wish to refer to the inco ation details of Standard
Cha ered PLC, Standard Chartered Bank and their subsidiaries togelher with Standard Chartered Bank's Privacy Policy via
our public website.

/

Fri, Aug 1 1, 2023 at 1 3:05



Your Disputed Transaction<C3323081 0307543>

<ecomm.com m u n ication@sc com>
To: GOYAL03l 0@gmail.com

File No: |/RESP/o8 /2023/15605

Fri, Aug .l '1, 2023 at 13:05

Dear Sir/Madam,

Thank you for banking with Standard Chartered Bank

This is in reference to your below mentioned Disputed Transaction on your card no 5589XXXXXXXX4247 with us.

Transaction Date Amount Merchant Name

14 Jun-23 29999 Freecharge Payment Tec
MUIVBAI IN

We wish to advise you tha't basis our internal investlgation we observe that the disputed transaction is a securedtransaction ln view of the same the disputed transaction is the onus of the customer.

Please note that we have reversed the earlier credrt afforded lo your account. This
slalemenl.

ln case you would like to contact us, please visit

Yours sincerely,

Standard Chartered Bank

This is a computer generated letter and requires no signature.

our public website 
es together with Standard Chaltered Bank's Privacy Policy via

will reflecl in your next

{

^\"r30ul


